Portfolio DevOps &
Infrastructure Automation

Implementasi End-to-End CI/CD, Cloud Infrastructure, dan Monitoring System

Project Name: DumbMerch Candidate: Fauzan
E-Commerce Platform
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Project Overview & Tech Stack

Aplikasi Microservices

Frontend: React. js (Node.js
environment)

Backend: Golang (Go v1.16)

Database: PostgreSQL
(Containerized)

Tools Infrastruktur

Cloud: AWS (EC2 Region ap-
southeast-2)

laC & Config: Terraform, Ansible
Cl/CD: Jenkins, Docker, SonarQube

Observability: Prometheus, Grafana,
Alertmanager
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Cloud Provider: AWS

Network: VPC & Security

Groups Management
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Provisioning Infrastruktur (Terraform) aws

resource "aws_instance" "server" {

Automated EC2 Creation: ani = "ami-6e7a5785ab62399ch"
" ;i : instance_type = "c?l-flﬁx.large
Menggunakan resource aws_instance KoV DamERtn E Sc s
untuk deployment server utama dan ;aﬁzm; L
m0n|t0r|ng. vpc_security_group_ids = [
] aws_security_group.server_sqg.1d
Dynamic Security Groups: ¥
KonﬁguraSi inbound/OUtbound rU|es resource ::aws_security_grl*lﬂup” "allow_ssh_http" {
untuk SSH (22), HTTP (80), dan i s
App Ports. B e, =g
ot i,
pro =
cidr_blocks = ["8.8.8.8/8"]
Output Management: }
Auto-generate Public IP untuk akses g
server instan. Rl s
) cidr_blocks = ["0.0.0.0/0"]
}
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Server Configuration Management
(Ansible)

Inventory Management User & Security Docker Automation
[appserver] Semp user devops - name: Install required packages
163.103.23.208 dengan akses sudo dan apt:

158236 456845 SSH Key setup. name:
- docker-ce
[monitoring] - docker-ce-cli

e 25N O state: present
[gateway] : :
163.31.2065.58 [ ﬁ Instalasi Docker Engine dan

[all:vars] permissions user group.

ansible_user=devops
ansible_python_interpreter=/usr/bin/python3
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Workflow Repository & Branching Strategy

Staging : :l Staging

Git Push O 0 Environment
- l Production Production
Local Development GitHub I

o Environment

- Environment Strategy: Pemisahan branch "staging” dan "production’.
- Git Automation: Ansible playbook untuk setup identitas Git dan cloning repository privat.
- Sync Mechanism: Skrip otomatis sinkronisasi kode antar environment.

- name: Create and push branches (backend) - name: Create and push branches (frontend)

shell: | shell: |
git checkout -b staging || git checkout staging git checkout -b staging || git checkout staging
git push -u origin staging || true git push -u origin staging || true
git checkout -b production || git checkout production git checkout -b production || git checkout production
git push -u origin production || true git push -u origin production || true

args: args:
chdir: "{{ app_dir }}/backend" chdir: "{{ app_dir }}/frontend”
become user: "{{ ansible user }}" become user: "{{ ansible user }}"
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Continuous Integration (Jenkins & SonarQube)

Pipeline Automation Quality Assurance

v dumbmerch-backend

s W Name } Last Success Last Failure Last Duration o ?;5 : ﬁner&blniﬁ " gm s = EESME Ez;ﬂe ?;;:alkﬂg I;I::: a s
@ production 27 min #8 Tday1hr # 1 min 15 sec >
@ staging 4 min 46 sec  £26 10hr #20 1 min 15 sec > W dumbmerch-frontend -
® Bugs B Vulnerabiitie 2 pets Reviewed & Code Smelis Coverag Duplications  Lin 8%
A & A 0.0% 331 @
Jenkins Multibranch Pipeline dengan Integrasi SonarQube Quality Gate:
webhook trigger dari GitHub. Analisis bugs, vulnerabillities, dan code

smells sebelum build.
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Strategi Containerization (Docker Multi-stage Build)

Frontend Optimization

#BUILD STAGE

FROM node:16-alpine AS build
WORKDIR /app

COPY package#.json ./

RUN npm c1

COPY . .
RUN npm run build

#RUNTIME STAGE
FROM nginx:alpine

COPY ——from=build /app/build /usr/share/nginx/html

EXPOSE 80
CMD ["nginx", "-g", "daemon off;"]

Build Stage: 5 Runtime Stage:
Node.js Nginx (Alpine)

Backend Optimization

FROM golang:1.16-alpine AS builder
WORKDIR /app

RUN apk add --no-cache git

COPY go.mod go.sum ./

RUN go mod download

COPY . .

RUN CGO_ENABLED=0 go build -o app

FROM alpine:3.18

WDRKDIR /app

RUN apk add --no-cache ca-certificates
# Copy binary dari builder

COPY ——from=builder /app/app .

# Copy .env file ke dalam container
COPY --from=builder /app/.env .env

# Expose port

EXPOSE 8080

CMD ["./app"]

Golang Binary Alpine Linux
Compile Runtime

- r e

Efficiency: Image ringan dan aman untuk deployment production.
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Continuous Deployment (CD) Automation Flow

:ro 1. Code Pull J

i Fetch update terbaru.

e

(&l» 2. Build
‘ Pembuatan Docker image dengan
I,\ tag dinamis.

oy

( T
) 3.Deploy Logic i e £ R ieT o Consa il 1

ssh -e StricttlostHeyCheckingene \S{server} '
docker stop -f \&(containerfiame} || true
{® Stop & Remove Old ] docker rm -f \${containerfiawe} || true'
}

stage('Docker Run') {
ssh -0 StrictllostKeyChecking=no \$({server} °
™) docker run -d

b, il

y --name \$(contalnerRame} \
\§(iwageflawe) '

[[} Run New Container > - \8(onv,BRANCH_NAME == ‘production’ ? '3808:80" :

'3081:80'} \

stage('App Health Check') {
ssh -0 StrictHostKeyChecking=no \§{server} '

e sleep 5
4, Verification if [ $7 -eq 0 ]; then
echo "% Backend 1s responding”
() App Health Check else
echo "X Backend is not responding”
exit 1
'
}

Automated Flow: Pull -> Build -> Stop Old -> Run New -> Health Check

wget --spider --timeout=10 http://localhost:\§{env.BRARCH_MANE == 'productien' 7 '5800'

: '5001'} 2»61 | grep -q 280 OK'
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Deployment Backend & Database Integration

.env Configuration

SECRET_KEY=bolehapaaja
PATH_FILE=httpi//13.236.136.137:50800,/uploads/ @ﬁ |

SERVER_KEY=SB-Mid-server-f]Ay6udMPnICIyFquce8Eot3
CLIENT_KEY=SB-Mid-client-YUogx3u74GqoMTMS

EMAIL_SYSTEM=demo.dumbways@gmall.com M I n vironm
PASSWORD_SYSTEM=rbgmgzzemrfdtbpu E!TEJEI‘HE STROI Enj[
variables untuk kredensial DB
DB_HOST=postgres
DB_USER=dumbmerch dan payment gateway.
DB_PASS5WORD=devopsl123 [Sas
DB_NAME=dumbmerch
DB_PORT=5432
PORT=8880
Database Verification
devepséiip-172-31-14-165:-% docker exec -it postgres psgl -U dusbmerch -d dumbmerch
pral (13.15)
Type “help™ for help.
dumbmerch=F ‘dt e \/
ist of relations . . .

Schema | Mame | Type | Ower Validasi koneksi dan O
FeALH Rorn ik catepocintiifibte | desinch skema database via

SN o T | tagle | dombmerch contai

r B85 I

EEEE: i gr:nﬂﬂtinns I tn:{.u I gurnt::r:: Dn alner

public | users table unbmerc P
(6 rous) ostgreSQL. i
duwbmerch=# SELECT * FROM users; —

id | nane | email | password | status | created_at | updated_at ‘ > |
- g g gy S (g B Syl - P o Sy _

1 | Adain Test | adeindtest.coo | passuordl23 | actlve | 2826-81-17 18:19:59.426182+00 | 2826-81-17 18:19:59.426182+80

(EEHLI;H | testgtest.com | 52af18EHSoxg(Ta0pSIGuBCZL.dTel0afVrGRI.h30jCHBuLI4ka | castower | 2026-01-17 18:42:00,031499+00 | 2026-01-17 18:42:00.031499+00
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Sistem Monitoring (Prometheus & Node Exporter)

The Scraping Architecture

e~
=
o Scrape
EE (Port 9100)
App Server )
N
o
O
Scrape  Prometheus
(Port 9100) Server
Gateway

Prometheus sentralisasi pengumpulan metrik CPU, RAM,

dan Disk dari seluruh node.

Scrape
(Port 9100)

Monitoring Node

Ansible Task: Install Node Exporter

- name: "run docker compose"
community.docker.docker_compose_v2:
files:
- node-exporter.yml
project_name: monitoring
project_src: "/home/devops/monitoring"

Docker Compose Definition

services:
node_exporter:
image: prom/node-exporter:latest
contalner_name: node_exporter
restart: always
command :
- "--web.listen-address=:91060"
- "--path.procfs=/host/proc"
- "--path.sysfs=/host/sys"
- "--path.rootfs=/rootfs"
ports:
- "91008:91060"
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Visualisasi Data & Dashboard (Grafana)

Integration:
Prometheus

Data Source

Real-time:
Visualisasi
performa
infrastruktur live

» Dashboard @& of

CPU Usage

TOD
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Syslem == user

Metwerk Traffic
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120

Memaory Usage

= SucCess Green

Accessibility:
URL publik dengan
autentikasi dasar
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Alerting System & Incident Response

Problem Definition: Alert Rules

=. _[RAM > 90%

e Alert Rules: Definisi threshold
kritis resource.

Real-time Notification: Telegram Bot

800 grafana_fauzan

Value: A=2.6871719360351562, C=1
Labels:

- alertname = ram

- instance = 3.107.29.73:9100

- job = monitoring

Annotations: hitos://gith

Annotations: https:f/gith
e

L2soived
Value: [no value]
Labels:

e Alertmanager: Manajemen status alert (Firing vs
Resolved).
e Integration: Notifikasi real-time ke Telegram Bot.
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Security & Access Management

SSL/TLS: Let's I/\I Auth: Basic Auth
Encrypt (HTTPS) Routing: (htpasswd) *’a
C’I‘5 & e

Domain Based

Public Internet Internal Tools
O\
Reverse Proxy .

App Container

e Reverse Proxy: Nginx routing ke container internal.
e Encryption: Enkripsi traffic HTTPS otomatis.
e Protection: Pembatasan akses ke layanan monitoring.
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Ringkasan & Hasil Akhir

N\ /)
s )

Fully Automated Scalable Observable Secure
Zero-downtime Infrastruktur AWS Monitoring & Alerting SSL & Access
potential deployment. siap scale-up. 24][7. Management.

Infrastruktur modern yang aman, otomatis, dan terukur.
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